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Abstract— In this research paper we have integrated Biometric based 

security to the cloud computing system. Here the objective is to make the 

remote resources on cloud server security by introducing biometric based 

security. In order to enhance the security of data on remote cloud in this 

paper the study of existing threats to cloud server security has been 

discussed. The existing systems along with their limitation are also 

considered. The clouds are usually hosting files and commercial websites so 

the security of cloud is demand of the day. Here the integration of physical 

trait based biometric technique is made with cloud computing. 
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I.  INTRODUCTION 

Cloud Computing 

The need of cloud is increasing day by day. Everybody who uses web services is aware from cloud services. 

They usually take benefit of remote storage as well as remote services from cloud based systems. The systems 

are beneficial for users as they need not install the original application on their own computer. They access 

application remotely from cloud servers. They also store their sensitive information on remote clouds. So the 

security of such remote cloud is must from hackers. Today mobile, laptops, tablets and personal computers are 

connected to cloud servers. 

 
Fig 1 Cloud Computing 

Biometrics security in cloud computing 

The biometric based security has been divided on the bases of physiological and behavioural characteristics. 

The physiological characteristics consists of face, DNA, iris and finger recognition based biometric systems. 

But the behavioural characteristics involve keystroke, voice and signatures. The theme of this paper is to 

introduce the concept of security in cloud computer with biometric techniques. 

 
Fig 2 Physiological versus Behavioural characteristics  

II. TOOLS & TECHNOLOGY 

Edge Detection  In order to make the biometric detection fast we need the use of Edge detection mechanisms. 

These may be canny, sobel, prewitt and Robert. The best among them is canny based edge detection. The 

physiological characteristics are considered in this research the objective of research is to provide fast and more 

efficient biometric security to the cloud based systems.  
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